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CITY OF
STATE OF GEORGIA

ORDINANCE NO:

AN ORDINANCE TO AMEND THE CODE OF ORDINANCES, CITY OF

, GEORGIA TO PROVIDE A NEW ARTICLE

, IDENTITY THEFT PREVENTION PROGRAM; TO
COMPLY WITH FEDERAL REGULATIONS RELATING TO ADDRESS
DESCREPANCIES; TO COMPLY WITH FEDERAL REGULATIONS RELATING TO
RED FLAGS AND IDENTITY THEFT; TO PROVIDE FOR.€ODIFICATION; TO
PROVIDE FOR SEVERABILITY; TO PROVIDE FOR AN'ADOPTION DATE; TO
PROVIDE AN EFFECTIVE DATE; AND FOR OTHER PURPOSES ALLOWED BY

LAW.

WHEREAS the Federal Trade Comnii_"‘ i
require creditors, as defined by 15 U.S
prevent and mitigate identity theft with respe

to purchase prop e__r,t-j?if

WHEREAS the Federal Trad

Mi§§1oq;gt¢gulat10ns include utility companies in the
definition of-credit S

3 7 is a creditor with respect to 16 CFR § 681.2 by
etvices” or by otherwise accepting payment for municipal

services in am%ars,

WHEREAS the Federal Trade Commission regulations define ‘covered account’ in part
as an account that a c_gcd1t0r provides for personal, family or household purposes that is

designed to allow multiple payments or transactions and specifies that a utility account is
a covered account;

! References to utility accounts only apply to local governments that actually provide utility services.
While the regulations state that utility accounts are “covered accounts” and that “creditors” includes utility
companies, it is possible that a city could be a creditor with respect to non-utility covered accounts. In this
event, the preamble fo this ordinance should be amended accordingly.

%_ Nefe
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The purpose of this Article is to comply with 16 CFR § 681.2 in order to detect, prevent
and mitigate identity theft by identifying and detecting identity theft red flags and by
responding to such red flags in a manner that will prevent identity theft.
Section ~-3. Definitions.
For purposes of this Article, the following definitions apply”:
(a) ‘City’ means the City of

(b)

(¢) ‘Credit’ means the right granted:by:
or to incur debts and defer its paymen
defer payment therefore. -

(@)

credit; or any as
extend,

(g) ‘Person’ medn; anatural person, a corporation, government or governmental
subdivision or agency, trust, estate, partnership, cooperative, or association.

(h) ‘Personal Identifying Information’ means a person’s credit card account
information, debit card information bank account information and drivers’ license
information and for a natural person includes their social security number,
mother’s birth name, and date of birth.

? Other than “city” and “personal identifying information”, definifions provided in this section are based on
the definitions provided in 16 CFR § 6§1.2.
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containing a photograph of the customer or, for customers who are not natural
persons, a photograph of the customer s agent opening the account. If applicable
fo your city the following could also be included: “Such applicant shall also
provide any information necessary for the department providing the service for
which the covered account is created to access the applicant’s consumer credit
report”.] Such information shall be entered directly into the city’s computer
system and shall not otherwise be recorded.

(2) Each account shall be assigned an account number and personal identification
number (PIN) which shall be unique to that account. The city may utilize
computer software to randomly generate assigned PINs and:to encrypt account
numbers and PINs.

Section -6. Access to Covered Account Informatio

(1) Access to customer accounts shall be password protected and shall-be limited to
authorized city personnel.
(2) Such password(s) shall be changed by [fo
department Drovzdmg the service for which

ample( fhe director of fke

' service provider, such third party service p10VIder

«gertify that it'lias an adequate identity theft prevention program in place that
is appligable to suchpayments.

(2) All credit:card payments made over the telephone or the city’s website shall be
entered dlrectly into the customer’s account information in the computer data
base.

(3) Account statements and receipts for covered accounts shall include only the last
four digits of the credit or debit card or the bank account used for payment of the
covered account.

Section -8. Sources and Types of Red Flags.

All employees responsible for or involved in the process of opening a covered account,
restoring a covered account or accepling payment for a covered account shall check for
red flags as indicators of possible identity theft and such red flags may include:
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f. The address or telephone number provided is the same as or similar to the
account number or telephone number submitted by an unusually large number
of applicants or customers.

g. The applicant or customer fails to provide all required personal identifying
information on an application or in response to notification that the
application is incomplete.

h. Personal identifying information is not consistent with personal identifying
information that is on file with the financial institution or creditor.

i. The applicant or customer cannot provide authenticating information beyond
that which generally would be available from a walletdf:consumer report.

(4) Uriusual use of or suspicious activity refating fo a covered-account Examples of
suspicious activity include:

a. Shortly following the notice of a change of address

';n account, city

b. A new revolving credit account is used4 in a manner comm'o:%
known patterns of fraud patterns. Fo e ample

Th ity is not1ﬁed by a customer, law enforcement or another person that it
has pened a fraudulent account for a person engaged in identity theft.
(5) Notice from customers, law enforcement, victims or other reliable sources regarding
possible identity theft or phishing relating to covered accounts

Section -9. Prevention and Mitigation of Identity Theft.

(1) In the event that any city employee responsible for or involved in restoring an
existing covered account or accepting payment for a covered account becomes
aware of red flags indicating possible identity theft with respect to existing
covered accounts, such employee shall use his or her discretion to determine
whether such red flag or combination of red flags suggests a threat of identity
theft. If, in his or her discretion, such employee determines that identity theft or
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d. Take other appropriate action to prevent or mitigate identity theft.
Section -10. Updating the Program.

The city council shall annually review and, as deemed necessary by the council, update
the Identity Theft Prevention Program along with any relevant red flags in order to reflect
changes in risks to customers or to the safety and soundness of the city and its covered
accounts from identity theft. In so doing, the city council shall consider the following
factors and exercise its discretion in amending the program: _
(1) The city’s experiences with identity theft; _.;;-‘i,-z“::Sz::;w,_
(2) Updates in methods of identity theft; )
(3) Updates in customary methods used to detect, preven
(4) Updates in the types of accounts that the city offefs or mam ins; and
(5) Updates in service provider arrangements.

Section  -11. Program Administration.

#program and forprogram
I reviewing reports prepared
_;ﬁnd with recommending

[(Senior Level Staff] is responsible for oversight-
implementation. The [City Manager] is responmb 3
by staff regarding compllance witlisred ﬂag requxrerne

existing covered account or accepting payment for a covered account with respect
to the implementation and requirements of the Identity Theft Prevention Program.
The {Senior Level Staff] shall exercise his or her discretion in determining the
amount and substance of training necessary.
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Section -4. Policy.

In the event that the city receives a notice of address discrepancy, the city employee
responsible for verifying consumer addresses for the purpose of providing the municipal
service or account sought by the consumer shall perform one or more of the following
activities, as determined to be appropriate by such employee:

(1) Compare the information in the consumer report with:

a. Information the city obtains and uses to verify a consumer’s identity in
accordance with the requirements of the Customer Information Program
rules implementing 31 U.S.C. § 5318(1); g,

b. Information the city maintains in its own records, such as applications for
service, change of address notices, other custom T account records or tax
records; or 2 )

c. Information the city obtains from tl:urd party SOUTGE
reliable by the relevant city employee or

(2) Verify the information in the consumer rcport with, the consumer.

. that are deemed

Section -5. Furnishing Consumer’s Address to‘Copstimer 'R_eportmg Agency.
(1) In the event that the city reasp bly conﬁrms :
consumer to the city is accurate thc:city
consumer reportmg agency fromy

t.an address provided by a

penod n whlch the city establishes a relatlonship with the customer.

Section -6. M‘et_\_hqgls'of Confirming Consumer Addresses.

The city employee -charged with confirming consumer addresses may, in his or her
discretion, confirm the accuracy of an address through one or more of the following
methods:

(1) Verifying the address with the consumer;

(2) Reviewing the city’s records to verify the consumer’s address;

(3) Verilying the address through third party sources; or

(4) Using other reasonable processes.
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